Cybersecurity Guided Notes

Lesson 2.3.3 - Secure Coding Techniques

1. What is normalization?

2. What are stored procedures?

3. What are they used for?

4. How do stored procedures protect information?

5. How does a developer use obfuscation to secure a system?

6. What is dead code?
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7. What are the two approaches to application validation?

8. What is server-side and client-side validation?

9. What is memory manipulation?

10. How can an attacker perform memory manipulation using buffer overflow?

11. What is a software developer kit?

12. What is data exposure?
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